
Responsibility and Accountability in the Digital Economy 

GDPR impacts all aspects of an organisation, from 
organisational design, technical architectures and 
technologies used to properly identify, classify and extract 
personal data. Relationships with customers, vendors, and 
service providers will need to change to accommodate the 
GDPR. 

Implementing a GDPR strategy is vital to all organisations - 
doing nothing is not an option. The cost of an infraction can 
result in fines of up to €20 million or 4% of an organisation’s 
worldwide turnover. The regulation applies to data processors 
and data controllers who are either located in the EU or provide 
goods and services to individuals in the EU.

•  The European Union General Data 
Protection Regulation (EU GDPR) goes into 
effect on 25 May 2018.

•  The primary objective is to provide 
individuals more control over their 
personal data and how it is processed.

•  Relates to many aspects of personal data 
including: name, address, photos, email 
addresses, etc. 

•  Designed to harmonise data privacy laws 
across the EU, to protect and empower all 
EU citizens’ data privacy.

•  Applies to organisations operating both 
within and outside the EU, and that offer 
goods or services to individuals in the EU.
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Compliance Can Be Challenging 
To comply with the GDPR, organisations must know where 
their data is, what Personally Identifiable Information (PII) is 
contained in the data and secure that data at a level that is 
most likely beyond the current level of data protection. 

The data which is required to be reported has expanded from 
the previous Data Protection Directive. In addition, two new 
categories of data - genetic and biometric - are included on the 
list of “sensitive data,” which also includes racial or ethnic 
origin, political opinions, religious or philosophical beliefs, 
trade-union membership and data concerning health or sexual 
orientation. 

Consumers are required to have easier access to their data 
and should be able to transfer it more easily between service 
providers. Consumers should be able to request to have their 
personal data deleted if there are no legitimate grounds for 
retaining it. 

Companies are required to notify their national data protection 
regulator of all breaches within 72 hours unless “the personal 
data breach is unlikely to result in a risk for the rights and 
freedoms of individuals.” 

Data protection regulators will be given increased power to 
enforce the regulation, including the application of fines of up 
to 4% of worldwide turnover of the offending “undertaking” - 
essentially, a corporate group.

TECHNOLOGY: HELPING MANAGE GDPR

Where We Come In
All companies need to follow the advice of the Information 
Commissioner’s Office and document the data they may hold, 
update their processes to ensure that data is handled in such a 
way that access requests can be dealt with swiftly, have the 
ability to audit who has processed data within their processes 
and generally consider investment in systems that provide a 
uniform approach to ensure compliance.1)

Whilst Toshiba are not legislative experts on the GDPR and 
therefore not able to provide legal advice on how you should 
alter your business practices, we can help you assess how you 
handle documents and data within your business and 
recommend tools from our portfolio of hardware and software 
that can help support new procedures you may be 
implementing to comply with the new rules. These include 
tools that:

 • Provide data security through end to end encryption 
with SSL and IPSec protocol support, data overwrite 
functionality and secure HDD on printing devices.  

 • Extract, analyse and validate information from customer-
specific documentation once access to their archived 
location is granted. 

 • Source data (requested or unrequested) from the large 
number of intrinsic back-end applications and ERP systems 
being operated across the whole enterprise. 

 • Help with the mass deletion of data following customer 
requests to execute this action. 

 • Support the relevant employee/department with the 
modification of information requests. 

 • Assist with any breach notifications received. 

 • Allow you to store all documents in a central repository and 
audit, control and prevent who has access to them based 
on roles. 

 • Implement a uniform capture process for all documents 
or data entering the business so that all personal data is 
handled in a consistent manner and classified, indexed  
and archived for rapid retrieval. 

 • Add secure transfer technology to all emails so that how 
you share information externally can be controlled  
and unauthorised access prevented.  

1) Preparing for the General Data Protection Regulation (GDPR) 12 steps to take 
now, issued by the Information Commissioner’s Office on 13th March 2017.
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“ Consumers and citizens will have 
stronger rights to be informed about 
how organisations use their personal 
data. They’ll have the right to request 
that personal data be deleted or 
removed if there’s no compelling 
reason for an organisation to carry 
on processing it, and new rights 
around data portability and how they 
give consent.” 

- Elizabeth Denham, UK’s Information Commissioner 
March 2017

To find out more about how we can help, or to arrange a meeting with one of our consultants, 
please contact us at info@toshibatec.co.uk 


